WH®OPMAILIMOH
HAS TAMSITKA JUUISI
OBYYAIOIINXCS

C kaKIbIM ro/IoM MOJI0eK B HHTepHeTe
CTAHOBUTHCHA 00JIbIle, a IIKOJHLHUKHU OJHU M3
caMbIX AaKTHBHBIX NoJib3oBaTeseil Pynera. Me:xkay TeM, IOMMMO OrPOMHOI0 KOJHMYeCTBA
BO3MOKHOCTeH, MHTepPHeT HeceT W IMpodjemMbl. JTa NaMATKa J0JIKHA INOMOYb Tele
0e301aCHO HAXOAUTHCSH B CETH.

KomnbiorepHblie BUpPYyChI

KomnbiotepHblii  BHpPYC- 3TO  pPa3HOBUJHOCTb  KOMIIBIOTEPHBIX  [IPOTpamm,
OTJIMYUTEILHOM OCOOEHHOCTBIO KOTOPOM SBISIETCSI CIIOCOOHOCTH K pa3MHOXeHHI. B
JIOTIOJTHEHUE K ATOMY, BUPYChl MOTYT MOBPEIUTHh WM MOJHOCTBIO YHUYTOXKUThH BCE (Dailipl U
JAHHBIE, MOJKOHTPOJIbHBIE IOJIb30BATENI0, OT UMEHHM KOTOpPOro Oblia 3alyllleHa 3apa’kéHHas
nporpamMma, a TAaKKC IMOBPCIAUTH HJIKM OAaXE YHHUUYTOXUTH OIICPAOMOHHYIO CHCTEMY CO BCEMHU
¢ailnamu B 11e10M. B OOJBIINHCTBE CiIydaeB pacpOCTPaHSIIOTCS BUPYCHI YepPe3 HHTEPHET.

MeToabl 3a1IUTHI OT BPeJOHOCHBIX POTrPaMM:

1. Hcnonb3yil COBpEMEHHBIE ONEPAMOHHBIE CHCTEMbI, HMEIOIINE CEPbE3IHBIN
YPOBEHb 3ALUTHI OT BPEJOHOCHBIX MPOrpamM;

2. [TocTosiHHO ycTaHaBiuBail naTuu (HU(POBBIE 3aIIATKU, KOTOPbIE aBTOMATUYECKU
YCTQHABJIMBAIOTCS C MENbI0 JTOpabOTKM TPOTpaMMbI) H  Jpyrue OOHOBIEHHS CBOCH
onepanuoHHON cucteMbl. CkauuBail UX TOJBKO ¢ ouIMaIbHOrO caifta pazpadotunka OC. Ecnu
CYIICCTBYECT PCKUM aBTOMATHUYCCKOI'O 06HOBJ’I€HI/I$[, BKJIFOYH €TI0,

3. PaGoraii Ha cBoeM KOMIbIOTEpE 0] IpaBaMH INOJb30BaTeNsd, a He
aJIMMHHCTpATOpa. DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTrpaMM HHCTAJLLIMPOBATHCA
Ha TBOCM IIEPCOHAIBHOM KOMIIBIOTEPCE,

4. Ucnonb3yit aHTUBUPYCHbBIE MpOrpaMMHEIC TIPOTYKTHI M3BECTHBIX
MIPOM3BOIUTENCH, C aBBTOMATHYECKUM OOHOBJIEHHEM 0a3;

3. Orpanndb pU3NYECKUI TOCTYN K KOMIBIOTEPY AJIsl IOCTOPOHHUX JIMIL;

6. Hcnonb3yit BHEUIHUE HOCUTENM HMH(OpPMAIMM, Takue Kak (ielika, TUCK WU

(aiin U3 UHTEPHETA, TOJBKO U3 IPOBEPEHHBIX HCTOUYHUKOB;

7. He otkpbiBaii koMnbloTepHbIE (haiiiibl, MOIYYEHHbIE U3 HEHAAEKHBIX HCTOUHUKOB.
Jlaxxe Te Qailsibl, KOTOpbIE MPUCIAT TBOW 3HAKOMBIH. Jlydiie yToyHM y HEro, OTHPaBIsI JU OH
Tebe ux.

Cern WI-FI

Wi-Fi - 510 HE BuJ nepenayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeH 1, Mapka. Emre
B 1991 roay Huaepnanackas kommanus 3apeructpuponana Oopenn « WECA», uro o6o3Haydasio
cioBocouetanune « Wireless Fidelity», koTopslil mepeBouTCs Kak «0ecripoBOHASI TOYHOCTh.

Jlo Hamiero BpeMeHM Jouuia jApyras aOOpeBuarypa, KOTOpas SIBJISETCS Takoll ke
TexHoJyioruer. 1o abopeBuarypa « Wi-Fiy». Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHIAPT
BbICIINI 3ByKOBOM TexHUKU Hi-Fi, uTo B mepeBojie 03Ha4aeT «BbICOKAsk TOUHOCTbY.

Ha, GecriaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsX U a’pomnopTax SBJISETCS OTIMYHOU
BO3MOXHOCTBIO BbIX0J1a B MHTepHET. HO MHOTHE KCIEepThl CYUTAIOT, UTO O0IIe10CTyIHbIe Wi--
Fi cetu He sBisitoTcst 0€30MaCHBIMU.

Cogetnbl 10 0e30nacHocTH padore B 001enocTynHbIx ceTsix Wi-Fi



1. He nmepenasaii cBoto nuuHyro mHbopmaimio yepes odmenocrynubie Wi-Fi cetn.
Paboras B HUX, *KeNnaTeabHO HE BBOAUTD MAPOJIH JIOCTYIA, JOTUHBI U KaKHe-TO HOMEpa;

2. Hcnonb3yit 1 0OHOBIISI aHTUBUpPYCHBIE TpOrpaMMbl U OpanaMayep. Tem caMbiM
ThI 00e30macuIb ce0s OT 3aKauKu BUPYCa Ha TBOE YCTPOUCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkinroun gynkuuio «OOmuil goctyn k ¢ainam u
npuHTepam». JlanHas (QyHKIUS 3aKpbhITa MO YMOJIYAHHUIO, OJHAKO HEKOTOPBIE IOJIb30BATEIU
aKTUBUPYIOT €€ 1Jis y100CTBA UCIOJIb30BaHUs B paboTe miu y4ueoe;

4. He ucnone3yit ny6nuunsiit Wi-Fi 115 nepenaun Tu4HbIX JaHHBIX, HATPUMED, VIS
BBIXOJIa B COI[MANIbHBIE CETU WJIM B JIEKTPOHHYIO MOYTY;

3. Hcnonb3yit Tonpko 3amuinenHoe coeaunenue yepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-ampeca BBOAM UMEHHO «https://»;

6. B MoOunbHOM Tenedone otkimoun QpyHkuuio «llonkmouenne k  Wi-Fi
aBTOMaTuueckn». He momyckaii aBTOMaTHYECKOTO TOAKIIOYEHUs yCTpoiicTBa K ceTsim Wi-Fi 6e3
TBOETO COTJIacHusl.

ConuajnabHble ceTH

ConuanbHble CETH aKTMBHO BXOJST B Hally >KW3Hb, MHOTHE JIIOJU pabOTAIOT U KUBYT
TaM TMOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MIILTAAP/A YEIOBEK, YTO SIBISICTCS OJHOM
ceIbMOM BceX JKHUTeNel IaHeThl. MHOTHe I0JIb30BAaTEIN HE MOHHUMAIOT, 4YTO HH(OpMaIus,
pa3MelieHHasi UMU B COL[MANIBHBIX CETSIX, MOXET ObITh HaliJIeHa U UCIOJb30BaHA KEM YrOJHO, B
TOM 4HcJIe He 0043aTeNbHO C OJIaruMU HaMEepEeHUSIMHU.

OcHoBHbIE COBETHI 10 0€30ACHOCTH B COLMAJILHBIX CeTAX:

1. Orpanuyb CHHUCOK Jpy3ei. Y TeOs B JIpy3bsiX HE JIOJDKHO OBITh CIIydallHBIX U
HE3HAKOMEIX JTIOACH;

2. 3ammimai cBO 4acTHYIO u3Hb. He yka3piBaii maposu, TenedoHsl, aapeca, 1aTy
TBOETr0 POXKJACHUS U JPYI'YIO0 JUUYHYI0 HHPOPMALUIO. 3J0YMBIIUIEHHUKH MOTYT HCIOJIb30BaTh
nake MH(OPMALIUIO O TOM, KaK Thl U TBOU POJAUTENH IJIAHUPYETE IPOBECTU KAHUKYIIBI;

3. 3amuuiail CBOIO PeIyTaluIo - IEpKU €€ B YUCTOTE U 3ajaBail cebe BOIpoc: XOTel
ObI ThI, 4TOOBI APYrUe MOJb30BaTENM BUAEIH, UTO Thl 3arpyxaewsb? [logymaii, npexie yueM yTo-
TO ONyOJIMKOBATh, HAUCATh U 3arPY3UTh;

4, Ecaum 1Bl roBOopHIIb C JIOABMH, KOTOPBIX HE 3HAEIlb, HE MCIOJB3YH CBOE
peaibHOE UMS M JIPYT'YIO0 JIMUHYI0 HHQOpMalUU: HUMS, MECTO XHUTEJIbCTBA, MECTO Yy4eObl U
pouee;



5. Nzberaii pasmemenust Qororpaduit B HHTEepHeTe, rae T H300pakeH Ha
MECTHOCTH, TI0 KOTOPO# MOKHO OIPEACTUTH TBOEC MECTOIIOJIOKCHHICE,

6. [Ipu perucrpamuu B COIMAIBLHON CETH HEOOXOJAMMO HCIIONIH30BATh CIIOKHBIE
MapoJjIi, cocTosALIe U3 OyKB U (P U C KOJIMYECTBOM 3HAKOB HE MEHeEe §;

7. JUis couuanbHOW CETH, MOYThl M APYTrUX CalTOB HEOOXOOUMO HCHOJIb30BaTh
pasnblie naposid. Toraa eciu Te0s B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKU HOJIyYaT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBbIE IEeHbTH

DJIEeKTPOHHbBIE IeHbI'M — 3TO OYE€Hb YI0OHBIN CrIOCO0 IUIaTeXel, 0JTHAKO CYIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT NOJYYUTh 3TU JEHbIU.

DNEeKTPOHHBIE JIEHbI'M IMOSBUIUCH COBCEM HENAaBHO M MMEHHO M3-3a 3TOI0 BO MHOTHX
rocyznapcTBax 70 CUX IOp HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (pYHKIHOHUPYIOT M O HUX YK€ [IPONKCAHO B 3aKOHE, II€ UX Pa3JIeNIsIIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHbIE M HE aHOHUMHBbIE. Pa3Huna B TOM, 4T0O aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOAUTH orepanuu 0e3 HIeHTU(UKALUU I[0J]b30BaTeNsi, a B HE
AHOHMMHBIX UACHTU(DUKAIINY T0JIb30BATENS ABISETCS 0053aTeIbHOM.

Taxxke cienyer pas3inyaTbh JIEKTPOHHbIE (PUATHBIE AECHBIU (paBHBI TOCYAAPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHbIE He(UaTHbIE JEHbIU (HE PaBHBI FOCYIaPCTBEHHBIM BAJIIOTaM).

OcHoBHbIE cOBeTHI 10 0e30nacHOol padoTe ¢ 3J1eKTPOHHBIMH JeHbI AMM:

1. [IpuBsixu K cueTy MOOWIbHBIA TenepoH. DTO caMblil yIOOHBI U OBICTPHIN
croco0 BOCCTAaHOBUTH JOCTYM K cueTy. [IpuBs3anHbIil TeneoH MOMOXKET, ecii 3a0yaellb CBOU
IIJIATEKHBIN I1apOoJIb WK 3aiIeIIb HA CAaliT C HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnons3yit oqHopaszossie naposu. [locne nepexona Ha yCUIIEHHYIO aBTOPHU3ALIUIO
Tebe y)xe He OyJeT YyrpokaTh OMacHOCTh KPa)ky WIIM MepexBaTa IIaTeXHOIo MapoJis;

3. Bri6epu cioxublil naposs. [IpectynHukam OyaeT HE IPOCTO yrajaTh CIOKHBIN
napois. Hanexnsle napoau — 3T0 IapoJid, KOTOPBIE COAEPKAT HE MEHee 8 3HAKOB U BKIIIOYAIOT
B ce0si CTpOYHBbIE M NIPONUCHBIE OYKBbI, IUPPHl U HECKOJHKO CHUMBOJIOB, TaKM€ KakK 3HaK
noJutapa, pyHTa, BOCKJIMLATENbHBIN 3HaK U T.I. Hanpumep, StROng!;;

4. He BBOM cBOM TMYHBIE TaHHBIE HA CalTaX, KOTOPBIM HE JOBEPSIEIIb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS IOYTA — 3TO TEXHOJIOTHUS U MPEIOCTABIIIEMBIE €10 YCIYTH 110 MEPECHUIKE
U TIOJIYYEHUIO DJIEKTPOHHBIX COOOILEHUM, KOTOpbIE PACHpPENENIIOTCS B KOMIIBIOTEPHOM CETH.
OO6b14HO AJIEKTPOHHBIA ~ TOYTOBBIM  SIIIMK  BBIMJISAUT  CJIEIYIOIIUM obpazom:
UMs_TI0JIb30BaTeNsi(@uUMs_JloMeHa. Takke Kpome Iepelayd MpOCTOro TEeKCTa, HMeeTcs
BO3MOXHOCTb IIepeaBaTh (ailsibl.

OcHoBHBIE COBETHI MO 0e30MacHOi padoTe ¢ 3JIeKTPOHHON MOYTOM:

1. Hano BbIOpaTh IpaBUIIbHBIN MOYTOBBIM cepBHC. B HHTEpHETE €CTh OrpPOMHBIN
BBIOOp O€CIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4dlle JOBEPSATh TEM, KOTO 3HAaellb M KTO
IIEPBBIN B PEUTHHIE;

2. He ykas3piBail B nuuHOM mnodre auuHyio uHpopmanuio. Hampumep, nyurie
BBIOpATh «MY3bIKaIbHBIN (paHaT@» uinu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit IByXATamHyK aBTOPHU3alMI0. DTO KOTJa MOMHMO Tapojsi HYKHO
BBOJIUTH KOJI, TPUCHIIaeMbIil T0 SMS;

4, BriGepu ciiokHbIi m1apodib. st KaXX0T0 MOYTOBOTO SIIIUKA JOJDKEH OBITh CBOM
HAaJICKHBIM, YCTOMYHBBIN K B3JIOMY [1apOJIb;

3. Ecnu ecTh BO3MOKHOCTB HalMcaTb CAaMOMY CBOM JIMYHBIN BOIIPOC, UCIOJIB3YH ATy
BO3MOKHOCTb;

6. Hcnonp3yil HECKOJBKO IMOYTOBBIX SIIMKOB. [IepBBI 11 4aCTHOM IEPENUCKHU C

ajzipecaTaMM, KOTOPBIM Thl JIOBEpsi€lIb. JTO 3JEKTPOHHBIM aJpec HE HAJ0 HCMOJIb30BaTh IpU
peructpanuu Ha GopyMmax U cairax;



7. He oTkpriBail ¢ailnnbl U 1pyrue BIOKEHUS B MUChbMAaX JIaXKe €CJIM OHU HPULIUIUA OT
TBOUX Jpy3ei. Jlydilie yrouHH y HUX, OTIIPABJISIIN JIM OHU TeOe 3Tu (ailiibl;

8. [Tocne okoHuaHUs pabOTHl HA MOYTOBOM CEPBUCE IMEPE] 3aKPHITHEM BKIAJKU C
caiToM He 3a0y/lb Ha)KaTh Ha «BBIATIY.

Ku0epOy/uIMHI WJIM BUPTYaJibHOE U31€BATEIbLCTBO

KubepOyssiuHr —  mpecienoBaHne COOOIIEHUSMH, COACPXKANIUMUA  OCKOPOJICHUS,
arpeccHio, 3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C MOMOIIBIO Pa3IMYHBIX
HMHTEPHET-CEPBHCOB.

OcHoBHbIE cOBeThI 110 00pble ¢ KHOepOYJJIMHIOM:

1. He Opocaiics B 60ii. Jlydmmii cioco0: OCOBETOBATHCS Kak ceOst BECTU M, €CIH
HET TOro, K KOMy MOXHO OOpaTUThCS, TO BHadaje yCIOKOUThCSA. Eciu Thl HauHellb OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHMS, TO TOJIBKO elle 00JIbLIE pa30iKellb KOH(IIUKT;

2. Vnpasisii cBoeit kubeppenyramnuei;

3. AHOHMMHOCTb B ceTH MHUMas. CyllecTBYIOT CIOCOObI BBISICHUTb, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He crout Bectu xynuraHckuii o0Opa3 BUPTyanbHOU kU3HU. IHTEepHET QuKcupyet
BCE TBOM JICHCTBUS U COXpAHSET UX. Y IaIUTh UX Oy/AeT KpaiiHe 3aTpyAHUTEIbHO;

5. Colmromaii cBO# BUPTYaTbHYIO YECTh CMOJIONY;

6. Urnopupyit enuananblii HeratuB. OIHOPa30BbIE OCKOPOWUTETBHBIE COOOIICHUS

Jy4iie urHopupoBath. OOBIYHO arpeccusi NpeKpallaeTcss Ha HaualbHOM CTa/luu;

7. ban arpeccopa. B mporpammax oOmMeHa MrHOBEHHBIMH COOOIICHHUSIMHU, B
COITMAIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKUPOBKHM OTHPABKH COOOIIEHUN C OMpPEACSICHHBIX
a/IpecoB;

8. Eciu Tl cBuzmerens kuOepOymumHra. TBoum JEHCTBUS: BBICTYNUTH MPOTHB
MpecieoBaresis, IMoKa3aTh €My, YTO €ro JEWCTBUSI OIEHMBAIOTCS HEraTUBHO, TOJIEP)KATh
XKEPTBY, KOTOPOW HYXKHA TIICHXOJOTHYECKass IIOMOIIb, COOOUIUTh B3POCIBIM O (GaKTe
arpecCUBHOTO TIOBEJCHUS B CETH.

MooOuibHbli Tej1e)OH

CoBpemennble cMapTGOHBI W TIUIAHIIETHI COJAEPKAT B ce0e BIOJHE B3POCIBIN
(yHKIIMOHAN, W TEMepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAIIMOHAPHBIMH KOMIIBIOTEPAMHU.
OnHako, CpeacTB 3alIUThl TS TOJOOHBIX YCTPOMCTB MOKA 0YEHb Mayio. TecTupoBaHUE U MTOUCK
YSA3BUMOCTE B HMX MPOUCXOIJUT HE TaK MHTEHCHUBHO, Kak misa [IK, To ke camoe kacaercsa u
MOOMIIBHBIX TTPHIIOKEHUH.

CoBpeMeHHBIE MOOWIBHBIE Opay3ephbl y)Ke MPAKTHYECKH JOTHAIU HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacHMpeHre (yHKIHMOHANA Bj€YeT 3a CO00 OOJBIIYI0 CIIOKHOCTh M MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He BCE MPOU3ZBOIAMTENM BBITYCKAIOT OOHOBJIICHUS, 3aKPHIBAIONINE KPUTHUCCKUE
YSI3BUMOCTH IS CBOUX YCTPOMCTB.

OcHoBHbIE cOBeThI 1JIs1 0€30IACHOCTH MOOWIILHOTO TeJiedoHAa:

1. Huuero He sBisieTcst mo-HacToseMy OectulaTHBIM. by 0CTOpOKeH, Beb Koraa
Te0e mpeaiaratoT OECIUIaTHBIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;

2. Hymaii, npexae ueM otupaButh SMS, ¢oto win Bujgeo. Thl TOYHO 3HAEUIb, T1E
OHU OyAyT B KOHEUHOM UTOTE?

3. Heo06x01mM0 0GHOBIIATE ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Hcnonb3yit aHTUBUPYCHBIE TPOIPaMMBI /1711 MOOMIIBHBIX TEIE(POHOB;

5. He 3arpyxkail npuioXeHuss OT HEU3BECTHOIO MCTOYHHKA, BEIb OHU MOTYT
COJIep’KaTh BPEIOHOCHOE MPOTpaMMHOE 00ECTIeUECHHUE;

6. [Tocne Toro xak Tl BBIHACIIB C caifTa, e BBOAMWI JUUYHYIO HH(pOpMaIHIO, 3aiiiu

B HACTPOUWKH Opay3epa u yaainu cookies;



7. [leproguyecku mpoBepsii Kakue IUIaTHBIE YCIYTM AaKTUBUPOBAHbI Ha TBOEM
HOMEpE;

8. JlaBaii cBoil HOMep MOOHIIBHOTO TesiepoHa TOIBKO JIFOSIM, KOTOPBIX Thl 3HAEUIb U
KOMY JIOBEpSICIb;

0. Bluetooth nomxen ObITh BBIKIIIOUEH, KOTAA Thl UM HE mojb3yeuibes. He 3a0biBait
MHOTJIa TIPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbIC OHJIAH-UIPBI - 3TO  KPACOYHbIE, 3aXBaThIBAIOLIUE  pa3BJICUCHMUS,
00BEAMHSIIOIINE COTHU ThICAY YeJIOBEK 10 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MM,
0O0IIal0TCs IPYT € APYrOM, BBIIOJIHSAIOT 3a/1aHUs], CPAXKAKOTCA ¢ MOHCTPAaMU U MOJYYarOT OIIBIT.
3a yIOBOJBCTBUE OHM IUIATAT: IOKYNAIOT JUCK, OIUIAYMBAIOT A0OHEMEHT WM NPHOOPETAroT
KaKHe-TO OILHUU.

Bce atu cpenctBa uayr Ha MOJJIEp)KaHME U pa3BUTHE UIPhL, a TaKXkKe Ha camy
0€30MacCHOCTh: COBEPLIEHCTBYIOTCS CHUCTEMbl AaBTOPH3AllMU, BBIIYCKAIOTCSI HOBBIE IaTud
(urdpoBkle 3amIaTKy Ui IPOrpaMM), 3aKpPhIBAIOTCS YI3BUMOCTH CEPBEPOB.

B 1mopo6HBIX UIrpax CTOUT omacaTrbCsl HE CTOJBKO CBOMX COINEPHUKOB, CKOJIBKO Kpa)H
TBOETO MapoJisl, HAa KOTOPOM OCHOBAHA CHCTEMa aBTOPU3aLUU OOJIBIIMHCTBA UIP.

OcHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOEr0 HTPOBOI0 AKKAYHTA!

1. Ecmu nmpyroi#t urpok Bemer ceOs IUIOXO WIJIM CO3[aeT TeOe HEMpHUsSTHOCTH,
3a0JIOKHPYH €ro B CIUCKE UIPOKOB;

2. [Toxanyiics agMUHHCTpAaTOpaM WIpPbl HA IUIOXO€ IOBEACHHME 3TOr0 HIPOKa,
JKEJaTeJIbHO MPUJIOKNTh KaKHe-TO TOKA3aTeIbCTBA B BUJIE CKPHUHOB;

3. He ykaspiBail tnunyto nndopmaiuio B npodaiisie urpsi;

4. VYBakail Ipyrux y4aCTHUKOB I10 UIPE;

5. He ycranaBnuBaii HeopummanbpHbIe TaTYU U MO/IBI;

6. Hcnonb3yit c0KHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs UI'Pbl HE CTOUT OTKJIKOYaTh aHTUBHpYC. [Ioka ThI urpaems, TBON

KOMIIBIOTEP MOT'YT 3apa3uTh.

@UIIMHT HJIM KPaka JIMYHBIX JTaHHBIX

OOBIYHOW Kpasked IeHer W JOKYMEHTOB CErOJHS yXe HUKOTO HE YAWBHINb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTHHA 3JIOYMBIIIJICHHUKA TEPEMECTHIIUCh B WHTEpHET, U
MIPOJIOJIKAIOT 3aHUMATHCS «TFOOUMBIM» JIETIOM.

Tak mosiBMIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (UINMHT, TJIaBHAS IENb
KOTOPOTO COCTOMT B NOJYyYEHUHM KOH(QUACHIMAIbHBIX JAaHHBIX IOJIb30BaTeNell — JIOTMHOB U
napoJseil. Ha anrnumiickoM si3pike phishing unraercs kak ¢umuHr (ot fishing — poiOHast g0Bis,
password — mapoJib).

OcHoBHbIE cOBeTHI 110 00pble ¢ PUIIUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaelib, 4TO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKMPOBATH €€ U COOOITUTh aIMHHUCTPATOpPaM pecypca 00 3ToM
KaK MOYHO CKOpEe;

2. Ucnonw3yit Ge3omacHble BeO-CAThl, B TOM 4YHCJIE, WHTEPHET-MAra3uHoB |
MTOMCKOBBIX CHCTEM;

3. Hcnonw3yit crnokHbie W pa3Hbie napoiu. Takum oOpa3oM, eciau TeOs B3JIOMAIOT,
TO 3JIOYMBIIICHHUKH TI0JIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY HPOQIII0 B CETH, a HE KO
BCEM;

4. Ecnu Tebst B3nomanu, TO HEOOXOAMMO MPEXyNpPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE JT0OABJIEHBI y T€OS B NPY3bsAX, O TOM, YTO TEOS B3JIIOMAJH M, BO3MOXKHO, OT TBOETO
UMEHH OYy/IeT PacChIIAThCs CIIaM U CCBUIKH Ha (DMITMHTOBBIE CANTHI;

3. Ycranosu HajexHbii naposib (PIN) Ha MOOUIbHBIN TenedoH;

6. OTKITI0YM COXpaHEHHE MapoJIs B Opaysepe;



7. He oTkpriBail ¢ailnnbl U 1pyrue BIOKEHUS B MUChbMAaX JIaXKe €CJIM OHU HPULIUIUA OT
TBOUX Jpy3ei. Jlydilie yrouHH y HUX, OTIIPABJISIIN JIM OHU TeOe 3Tu (ailibl.

Hudposas penyranus

HudpoBas penyraums - 3T0 HEraTUBHAs WM MO3UTUBHASI HH(OPMaLUs B CETH O TeOe.
Kommnpomerupytomas nHdopmanus, pa3MelleHHas B MHTEPHETE MOXKET CEpbEe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOU xu3HU. «LludpoBas penyranus» - 3T0 TBOM UMUK, KOTOPBIN
dbopmupyetcs u3 nHpopmaluu o Tede B UHTEPHETE.

TBoO€ MecTO KUTEIHCTBA, yueObl, TBOEC (PMHAHCOBOE MOJIOKEHHUE, 0COOCHHOCTH XapakTepa
U pacckasbl 0 OJU3KHX - BCE 3TO HAKAIlJIMBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKalMK JIMYHOW HH(OpMaLuU B
WuTepHere, He MOHKUMas BO3MOXHBIX MociencTBUi. Thl gake HE CMOXKElIb J0Ta/laThCs O TOM,
yto (hoTorpadus, pasmerieHHas 5 JieT Ha3al, cTajla IPUYNHOM OTKa3a NPUHATH Te0s Ha padoTy.

KommenTtapuu, pasmemienue tBoux ¢GoTtorpaguii u 1pyrue JeHCTBUS MOTYT HeE
UCYE3HYTh JaXke IMOcJe TOro, Kak Thl MX yJdajdulllb. bl HE 3HAElIb, KTO COXpPaHWI 3Ty
nH(popMalKio, Monaua Ju OHa B MOMCKOBBIE CUCTEMbl U COXPAHUJIACH JIM OHA, a IJIABHOE: YTO
MOAYMaroT 0 Tebe OKpyXkarollee AU, KOTOpble HailayT u yBuiaaT sto. Haiitn nndopmanmro
MHOTO JIET CIYCTSl CMOXET JII00OM - Kak U3 JI0OpBhIX MOOYKIEHUH, Tak MU C HaMEpeHHUeM
MPUYMUHUTB Bpea. ITO MOXKET OBbITh KTO YTOJHO.

OcHoBHbIE cOBeTHI N0 3a1KTe HUGPOBOI penyTanuu:

1. [Toxymaii, mpexae 4em 4To-TO MyOJIMKOBATh W TepeaaBaTh y ceds B OJ0Te Win B
COITMAIBHOM CETH;

2. B nactpoiikax nmpoduis yCTaHOBU OTPaHUYEHHUS Ha MTPOCMOTP TBOETO POPwiIs u
€ro COJIEPKUMOT0, CACIIAN €ro TOJIbKO «IUIS APY3Eiln;

3. He pasmemaii u He yka3piBall HHGOPMAIUIO, KOTOpas MOXET KOTO-JIH00
OCKOPOJIATH U OOMIKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHBIC IIKOJBHUKH - AaKTHUBHBIE TI0JIb30BaTENM MH(PPOBOTO MPOCTPAHCTBA.
OnHako Jajeko He BCE 3HAIOT, YTO TMOJB30BAHWE MHOTHMMH BO3MOKHOCTSMHU ITU(BPOBOTO MHUpPA
TpedyeT cOONIOACHHS TTPaB HAa MHTEIUIEKTYATbHYI0 COOCTBEHHOCTD.

TCpMI/IH CUHTCJUICKTYyallbHaA COOCTBEHHOCTEY» OTHOCHUTCSI K Pa3jinduHbIM TBOPCHUAM
YeJI0BEYECKOr0 yMa, HauKWHas C HOBBIX M300peTeHH U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TMPOAYKTHl M YCIyrd, W 3aKaHuuBas KHUramu, ¢otorpadusiMy, KUHOPUIbMaMU H
MY3bIKAJIbHBIMHA IMTPOU3BCACHUAMMU.

ABTOpPCKHE NMPaBa - 5TO MpaBa Ha HHTEIUICKTYaJIbHYIO0 COOCTBEHHOCTh Ha MPOU3BEICHHS
HAYKH, JUTCPATYpPhbl U HCKYCCTBA. ABTOpCKI/Ie IIpaBa BLICTYIIAIOT B KAYCCTBC IapaHTHU TOI'0, 4YTO
MHTEJUJIEKTYaJIbHBIN/TBOPUECKHUI TPYJ aBTOpa He OyAET HAIpacHbIM, JTaCT €My CIIpaBeUIMBbIC
BO3MOXHOCTHU 3apaboTaTh Ha pe3y/bTaTax CBOEro TPYZa, MOJIYYUTh U3BECTHOCTh U MPU3HAHUE.
Hukro 6e3 pa3penieHust aBTopa He MOKET BOCIIPOM3BOJUTH €r0 MPOU3BEACHUE, PACTIPOCTPAHSTh,
nyOJIMYHO JIEMOHCTPUPOBATh, IpPOJaBaTh, HUMIIOPTHPOBAThb, IycKaTb B IPOKAT, MYOJIWYHO
UCIOJIHATH, IOKa3bIBaTh/UCIOIHATH B 3(hupe mim pa3meniats B HTepHere.

Hcrnoib30BaHME «ITUPATCKOTOY» IIPOTPAMMHOTO 00SCTICUCHUS MOXKET MPUBECTH K MHOTHM
pUCKaM: OT IOTCPU AAHHBIX K TBOHWM aKKayHTaM 10 6J'IOKI/Ip0BKI/I TBOCTO YCTPOﬁCTBa, Trac
YCTaHOBJ'IeHHBII\/’I HC JICrajibHas IIporpamMma. He croutr Taxke 336BIBaTI), 4TO CYHICCTBYCT
JIETAJIbHEIE U OECIIaTHRIE InporpamMmabl, KOTOPBIC MOYKHO HaWlTH B CETH.

O nopraJe

CCTGBI/ILIOK.[!!I! - TBOM TIJIaBHBEIM COBETUHUK B CETH. 3I[€CI> Tbl MOXCIIb Y3HATb O
0€30I1aCHOCTH B CETH IIOHATHBIM U AOCTYIIHBIM $3BIKOM, a IPU BO3ZHHUKHOBCHHUU KpHTH‘ICCKOfI
CUTyallun O6paTI/ITI)C${ 32 COBETOM. A Takxke INPUHATH Y4aCTHC B KOHKYpCaxX M CTaTb CaMbIM
U(PPOBHIM I'PAKIAHUHOM



